In this paper,
. Lack of a standard for interoperability among competing software options is one of the major barriers to adopting an EMR system [4] . Ontologies are a shared and formal conceptualization of a specific knowledge and can be used for data standardization [9] . In our case, ontologies can be designed to uniquely describe a personal medical record. The first aim of our project is to use ontologies in order to enable standardization of medical records data. According to the Medical Records Institute [10], five levels of an Electronic HealthCare Record (EHCR) can be distinguished: the automated medical record, the computerized medical record (CMR), the electronic medical record (EMR), the electronic patient record (EPR) and the electronic health record (EHR). As this information is interrelated and clear borders can not be drawn, we believe that medical record information should be kept in one comprehensive format.
As ontologies enable information to be expressed on different levels, the second aim of this project is to use ontologies for the purpose of creating a single comprehensive formalized and standardized personal medical record that will contain all of the above mentioned information. One record can be used to uniquely describe the health condition of a person, their medical history, appointment schedules and the like.
We believe in the global standardization of medical records. All hospitals, health institutes, patients etc. should work together in order to find mutually supportive roles and move towards this shared vision. There is a need to design a digital system that will be able to understand the personal medical Personal records from MRDC3s as well as personal records from MRDCls are kept in the format of Generic medical record ontology.
In Figure 2 , we show the top-level hierarchy of Generic medical record ontology that can be used to represent medical and health knowledge regarding a particular person. We believe that four main subontologies should be created. The first subontology contains knowledge and information that will help identification of a person (personal information subontology). The second subontology contains information 1-4244-0470-3/07/$20.00 ©2007 IEEE regarding health conditions of that particular person such as regarding diseases this person is suffering from (health conditions subontology). The third subontology contains information about previous and current treatments (treatments subontology). This may be helpful in situations when a doctor is prescribing new drugs and trying to avoid drug interactions. The fourth subontology will contain information about a person's appointments with different doctors and for different purposes. Each of the subontologies is further branched in order to precisely define the required knowledge in regard to personal information, patient's health condition, treatments and appointments. Assigning values and attributes to the concepts of the Generic medical record ontology results in instantiated Generic medical record ontology (or Specific medical record ontologies) that act as personal medical records that uniquely describe health/medical conditions of a person. We propose onto-agents as ontologybased intelligent leading software species that have strong reasoning capabilities which can manage, coordinate and collaborate between MRDCs. Onto-agents commit to the common Generic medical record ontology. This means they obey the agreement with respect to the semantics of the concepts and relationships defined in the ontology and agree to use the shared vocabulary in a coherent and consistent manner [9] . Because ontologies are stored as machine-readable files, onto-agents can read personal records defined as ontology files in MRDC3s making this information available for the user. Onto-agents can also do the matching of this information with the available medical records defined as ontology files in networked Medical Records Databases (MRDCIs) and to take actions according to the results.
Privacy Issue within MRDES
The privacy issue associated with access and manipulation of personal data from medical records is not to be neglected within MRDES. One way to deal with this issue is to authorize the use of MRDCs, in particular screening components (MRDC2) and medical records databases (MRDC3). Only authorized persons will posses screening devices.
Furthermore, access to the medical record can be limited depending on the screening purpose. For example, the system may be designed in such a way that in order to access the information represented by the four different subotologies (personal information, health condition, treatments and appointments), four different accesses are needed. Some authorized people will have access to all four subontologies while others will have limited access. For example, a receptionist just needs access to the appointments subontology. Furthermore, within each subontology, access may be further limited. For example, a receptionist does not need to access information regarding previous appointments in order to book the next appointment. So, her/his access to the appointments' ontology may be further limited. We can see on this example that the hierarchical ontology structure supports not only data standardization and structuring but also brings in a better control over authorized data access. The same applies to the access of the medical records databases (MRDC1). Access to this information may be limited in accordance with person's task within the system. Moreover, records of each system access and use needs to be kept for referencing purposes. 
